ForceNet Password expiry

Cyber threats evolve daily and protection starts with password maintenance. To protect your data
ForceNet has implemented the ongoing requirement for regular password updates.

Note: Throughout this guidance reference to ADF/APS members also includes sponsored Defence
contractors.

Passwords to access ForceNet must be changed every 90 days. All users will receive an email reminder
2 weeks and 1 week prior to their password’s expiry date. Where no action is taken by the user
following these emails, the account will be locked and require additional user action to verify and
unlock.

Why are you emailing my personal email address? When you registered on ForceNet, your details were
provided through the PMKeysS interface, which uses your alternate personal email address for contact.

Email advice 1 & 2 — password will expire shortly

First email reminder Second email reminder

Received two weeks prior to expiry date Received one week prior to expiry date

! Australian Government anu!" ET

5% Department of Defence

! Australian Government anui"[]‘

“ Department of Defence

Hi Testing Hi Testing

Your ForceNet account password will expire on 04/07/2025. Your ForceNet account password will expire on 04/07/2025.

Please follow the link below to reset your password and log in to ForceNet Please follow the link below to reset your password and log in to ForceNet
Your password can be reset via the ForceNet website only. Your password can be reset via the ForceNet website only.

Reset Password Reset Password
Defending Australia and its National Interests Defending Australia and its National Interests
www.defence.gov.au www.defence.gov.au

To reset your password, click the Reset password button on the email to display the Reset Password -
Self-Service Reset Password screen, enter the required details and click the Confirm password reset
button.
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RESET PASSWORD

SELF-SERVICE RESET PASSWORD

Please use this form to update your current ForceNet account password,

four 8 characters, 1 1 7,1 number and 1 symbol.

Your new password vl bo yald for 90 days

Usenamo »
Currontpassword +
New password o

Confirm password

Confirm password reset

I You G0 Nt KNOW Your LSO of PasSword, cick Torgot login datails’ and follow the prompts.

Back to ForceNet hom

Note: If you do not remember your password, click the Forgot login details button and follow the prompts to verify your
account and reset your details.

Once your password has been successfully reset via the Reset Password - Self-Service Reset Password
screen, you will be presented with an on-screen confirmation.

UATV1

RESET PASSWORD

v RESET PASSWORD SUCCESSFUL
Please loa in with your pe password.

Login to ForceNet

Defending Australia and

—

You can now log in to ForceNet via the ForceNet homepage using your updated password.

Email advice 3 — Password has expired and must be reset

Email 3 - Your ForceNet password has expired and must be reset to maintain continued access. Links
contained within previous email reminders have now expired.
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!, Ausaian Government FORGENET

e Department of Defence

Hi Test

Your ForceNet account password has expired.

You are required to reset your password before you can log into ForceNet
Please follow the link below to reset your password

Your password must be reset within 30 days to avoid your account being locked

Your password can be reset via the ForceNet website only.

Defending Australia and its National Interests
www.defence.gov.au

v

To reset your password, click the Reset password button on the email to display the Reset Password -
Self-Service Reset Password screen, enter the required details and click the Confirm password reset

button.

Note: as your password has expired, you must reset your password to maintain continued access.

RESET PASSWORD

SELF-SERVICE RESET PASSWORD
Before you are able to log into ForceNet, you are required to reset your password

Pieaso use this form 1o update your current ForcoNet account password.

Your password must contain a minimum of 8 characters, including at least 1 lowercase letter, 1 uppercase letter, 1 number and 1 symbol.

VVVVVV orc will be valld for 90 days

* Roquired Ficids

Username *  taccount2
Current password *
New password + o

Confirm password *

Confirm password reset

1f you do ot know your usemame or password, click Forgot login details' and follow the prompts.

Back o ForceNet home

Once your password has been successfully reset, you will be presented with an on-screen confirmation.

UATV1

RESET PASSWORD

v RESET PASSWORD SUCCESSFUL
Please loa in with vour pew password.

Loginto ForceNet

Defending Australia and

—

You can now log in to ForceNet via the ForceNet homepage using your updated password.

06

Apply to join

Forgot login details?

Reset Password
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Email advice 4 — account is locked, no action was taken to update password

Email 4 - Your ForceNet account is now locked. You are required to unlock your account and reset your

password before you can log in.

> »‘ Australian Government anciun'

#5% Department of Defence

Hi Testing

Your ForceNet account has been locked because your password expired on
28/05/2025 and no action was taken to reset your password

Please follow the link below to unlock your ForceNet account and set a new
password

Defending Australia and its National Interests
www.defence.gov.au

To unlock your account, your details will need to be verified before any password reset action can be

undertaken.

To verify your details click the Unlock Account button on the email to display the Account Actions
screen and make the relevant selection (ADF/APS or Family member). Enter your details and click the

Reset password or Unlock Account button.

UATV1 FORGENET

AGCOUNT ACTIONS

A MEMBER OF DEFENCE OR AUSTRALIAN PUBLIC SERVICE
A FAMILY MEMBER
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ADF/APS members will see this screen -
complete your details and click the Reset
password or Unlock account button.

A family member will see this screen -
complete your details and click the Reset
password or Unlock account button.

ARMY AIR FORCE

DEFENCE AUSTRALIAN PUBLIC
. SERVICE

v

YOUR DETAILS

The following details are

* Required Ficlds.

Defence D » (7]

First name *

Last name +

=

A MEMBER OF DEFENCE OR AUSTRALIAN PUBLIC SERVICE

@© AFAMILY MEMBER

* Required Fields

First name »
Last name »

Emall address +

Reset password or Unlock account Cancel

Once your account has been successfully verified, you will be presented with an on-screen confirmation
and advice that instructions on how to reset your password have been emailed to you.

UATV1

ACCOUNT ACTIONS

v YOUR FORCENET ACCOUNT HAS BEEN SUCCESSFULLY VERIFIED

Note: Inst reset your password or unlock your a have been sent to the email address we have on record for you

Following successful verification of your account, you will receive the below email with a link to Reset

password/Unlock account.

Australian Government
“ Department of Defence

FORGENET

Hi Test

You requested an account unlock for your ForceNet account. Your ForceNet
username is tdefence.account

Follow the link below to finalise the process and reset your password to enable
you to log into ForceNet

Reset Password/Unlock Account

Defending Australia and its National Interests
www.defence.gov.au

When clicking the above Reset password/Unlock account button you will be taken to one of the
following screen dependant on your user selection ADF/APS or family member.
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ADF/APS members will see this screen -
complete the details and click Set password.

FORCENET PASSWORD RESET

RESET PASSWORD

account. Your password must contin a minimu of 8 characters, Including atleast 1 owercase lete, 1 uppercase

o

*Required Flelds

A family member will see this screen -
complete the details and click Submit.

ONE LAST STEP...

PLEASE SET YOUR PASSWORD

Nowpas

Confimps:

wapunios |

d its National Interests.
www.defence.gov.au

Both ADF/APS and family members will receive the below on screen confirmation once they have

completed the above password reset form

FORCENET PASSWORD RESET

> _PASSWNRN RESET SUCCESSFUL

Loginto ForceNet

NTACT COPYRIGHT | HELP VIDED PRIVAC

Defending Australia and its National Interests

www.defence.gov.au

Login Applytojoin  Forgotlogin details? Reset Password
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